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Components of Security

Management




The Human Factor

T Personnel integrity
+ Making sure personnel do not become attackers
T People as defence

+ Making sure personnel do not fall victim to social
engineering attacks

T Security Usability

+ Making sure people can operate security systems
correctly
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¥ Personnel Integrity

Preventing employees from becoming attackers

T Consider:
+ Employees
+ Executives
+ Customers
+Visitors
+ Contractors & Consultants

T All these groups obtain some form of access
privileges
T How to make sure privileges are not abused?
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Personnel crime statistics

T Organisations report that large proportion of
computer crimes originate from inside

t US Statistics (CSI/FBI) 2005

+71% had inside (65% had external) computer crime
attacks

T Australian Statistics (AusCERT) 2006

+

+30% had inside (82% had external) electronic attacks
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Personnel Integrity

+1$ FRPSDQOQ\YV H[LVWHQFH GHSHCQC
of its employees.

T New employees may get access to extremely
sensitive and confidential information.

1t 7KH QHZ HPSOR\HHYV H&pKdriFD O
unknown.

T Unauthorized release of sensitive information
could destroy reputation or cause financial
damage

T An employee, who has just accepted a position
with a major competitor, may want to steal
Important trade secrets.
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Hiring Practices

T Employers are often reluctant to release
Information about former staff.

t Former employees have successfully sued
corporations and supervisors for making
derogatory statements to prospective employers.

T Consider:

+ Informal phone calls

+$VN IRU UHIHUHQFH DXWKRUL]DWLF
KDUPOHVVY DJUHHPHQW ™ IRU ZULWMW
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Hiring Practices

T Reference authorization and hold-harmless
agreement

+ The applicant authorises the disclosure of past
employment information and releases both the
prospective employer and the former employer from
all claims and liabilities arising from the release of
such information.

+Should have: signature of applicant, releases former
& prospective employers, and clearly specifies the
type of information that may be divulged.
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Personnel Departure

t Different reasons for departure
+Voluntary
+ Redundancy
+ Termination

T Different types of actions
+ Former employee may keep some privileges
+ Revoke all privileges
+ Escort to the exit.

T During exit interview, terms of original
employment agreement reviewed (I.e. non-
compete, wrongful disclosure, etc.
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People as Defence
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People as Defence:
Protecting against social engineering attacks

tSocial Engineering Basics

+t30DQDJHPHQW RI KXPDQ EHLQ
WR WKHLU SODFH DQG IXQFW
(Websters Dictionary)

t+Everybody practices social engineering
T Social interactions, negotiations, diplomacy
t+Social engineering can also be used as
part of attacking information systems
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Social Engineering Attacks

T According to Kevin Mitnick:

+37KH ELJJHVW WKUHDW WR WKH VH
a computer virus, an unpatched hole in a program, or

a badly installed firewall. In fact the biggest threat
FRXOG EH \RX °

+3:KDW , IRXQG SHUVRQDOO\ WR EH
to manipulate people rather than technology. Most of
WKH WLPH RUJDQLVDWLRQV RYHUC

JURP 3+RZ WR KDFN SHRSOH™ %%& 1HZ
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S6RFLDO HQJLQHHULQJ LV WE
obtaining confidential information by
PDQLSXODWLRQ RI O HWikip¥tid P L

T Social engineering attacks are powerful because
XVHUV DUH WKH ZHDNHVW OLQN

The Issue:

The underlying principle behind social engineering

IS that It can be easier to trick people than to hack

Into computing systems by force. Social engineers

get personal information or access to computing
VI\VWHPV E\ HISORLWLQJ SHRSOH
want to trust and be helpful, and by taking

advantage of our tendency to act quickly when

faced with a crisis.
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A Social Engineer will commonly use e -maill,
the internet, or the telephone to trick people
Into revealing sensitive information or get

them to do something that is against policy.

Some typical ways of practicing of social
engineering attacks are:

T Spam scams/phishing: deceptive e-mails
designed to compromise computers, steal
personal or private information or passwords

T Impersonation: attackers pose as someone In
authority, or an IT representative, in order to
obtain information or direct access to systems.

T Dumpster diving: the practice of going through
trash to obtain valuable information, often as a

first stage to subsequent attacks
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Spear Phishing

T Phishing that targets a specific group

T Cleverly designed deceit

T Often based in intimate knowledge of the victim
T Can be extremely hard to detect

T From a statistical viewpoint, you will fall victim to
spear phishing if hit a sufficient number of times
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Climate Spear Phishing

T In February 2010 hackers sent e-mails to several companies
In Europe, Japan and New Zealand which appeared to
originate from the Potsdam-based German Emissions Trading
Authority (DEHST)

T The e-mail said that the recipient needed to re-register on the
agency's Web site to counter the threat of hacker attacks, but
It instead pointed to a fake site which stole the credentials

T The hackers fraudulently obtained European greenhouse gas
emissions allowances and resold them for millions of dollars.

T The scam forced DEHSt to stop the trading of emission
allowances.
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Scareware

T Pop-ups that appear to provide useful advice

T In reality, it is an attempt to trick the user to
Install software

T The software will get full access to the system
T Total system compromise

T Can be extremely hard to detect when cleverly
designed
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Scareware
examples

Rga\ﬁ(\'\e
\ protection

with ArkiviruS
2008 |

Attention, Forensics! Some dangerous trojan horses detected in your system. Microsoft
Windows XP files corrupted.
This may lead to the destruction of important files in C:{WINDOWS. Download
protection software now!

Click OK to download the antispyware. (Recommended)

Yes No
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SE Tactics: Develop Trust

+ People are naturally helpful and trusting
+ Ask during seemingly innocent conversations
+ Slowly ask for increasingly important information

+Learn company lingo, names of key personnel,
names of servers and applications

+ Cause a problem and subsequently offer your help to
fix it (aka. reverse social engineering, see later)

+ Talk negatively about common enemy
+ Talk positively about common hero
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SE Tactics: Induce strong affect

+Heightened emotional state makes victim
tlLess alert
Tl ess likely to analyse deceptive arguments

tTriggered by attacker by creating
I([FLWHPHQW 3\RX KDYH ZRQ D SU

T)HDU 3\RX ZLOO ORRVH \RXU MRE
TConfusion (contradictory statements)
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SE Tactics: Overload

Tt5HGXFHG WKH WDUJHW(IV DELOL
arguments proposed by the attacker

T Triggered by

+ Providing large amounts of information to produce
sensory overload

+ Providing arguments from an unexpected angle,
which forces the victim to analyse the situation from
new perspective, which requires additional mental
processing
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SE Tactics: Reciprocation

T Exploits our tendency to return a favour
+ Even if the first favour was not requested
+ Even if the return favour is more valuable

T Double disagreement

+ If the attacker creates a double disagreement, and
gives in on one, the victim will have a tendency to
give in on the other

T Expectation

+If the victim Is requested to give the first favour, he will
believe that the attacker becomes a future ally

NIK



4 SE Tactics:
Diffusion of Responsibility and Moral Duty

T Make the target feel the he or she will not be
held responsible for actions

tODNH WKH WDUJHW IHHO WKDW
request is a moral duty

T &S RQYLQFH WKH WDUJHW WKDW
the security policy

+ 3 HYHU\ERG\ GRHV LW’

T Make the target believe that the policy has
DOUHDG\ EHHQ EUHDFKHG VR C
change anything

+ 3 \RX JDYH WKH SDVVZRUG WR \R|
ZK\ QRW WR PH"
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SE Tactics: Authority

T People are conditioned to obey authority
+ Milgram and other experiments

+ Considered rude to even challenge the veracity of
authority claim

T Triggered by
+ Faking credentials
+ Faking to be a director or superior
+ Skilful acting (con artist)
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SE Tactics: Commitment Creep

T People have a tendency to follow commitments,
even when recognising that it might be unwise.

T, WV RIWHQ D PDWWHU RI VKRZ
consistency and integrity

T Triggered e.g. by creating a situation where one
commitment naturally or logically follows
another.

+ First request is harmless
+Second request causes the damage
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W SE Tactics:
Reverse Social Engineering

T This is when the hacker creates a persona that
appears to be in a position of authority so that
employees will ask him for information, rather
than the other way around.

T If researched, planned and executed well,
reverse social engineering attacks may offer the
hacker an even better chance of obtaining
valuable data from the employees however, this
requires a great deal of preparation, research,
and pre-hacking to pull off.
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W SE Tactics:
Reverse social engineering (cont.)

T The three parts of reverse social engineering attacks
are sabotage, advertising, and assisting.

1. The hacker sabotages a network, causing a problem
arise.

2. That hacker then advertises that he is the appropriate
contact to fix the problem,

3. and then, when he comes to fix the network problem, he
requests certain bits of information from the employees
and gets what he really came for.

T They never know it was a hacker, because their
network problem goes away and everyone is happy.
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4 Multi-Level Defence against
Social Engineering Attacks

Offensive Level Incident Response

Gotcha Level Social Engineering Detectors

Persistence Level Ongoing Reminders

Fortress Level Resistance Training for Key Personnel

IA\VEEICEY MRV R RS ECUit Awareness Training forall Staff

meltlgler=1i{e] g W MY/ R NS ECHFiY Policy to"Address SE Attacks

Source: David Gragg:
http://www.sans.org/rr/whitepapers/engineering/
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SE Defence: Foundation

T Security policy to address SE attacks

+ The policy will always be the foundation of information
security

+Should address practices related to
1 Access controls
+ Account set-up
t Password changes
+ Shredding
1 Visitor escorting
T Authority obedience

+ Policy must not define practices that a SE attacker
would use.
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SE Defence: Awareness

T Security awareness training for all staff
+Understanding SE tactics
+Learn to recognise SE attacks
+. . QRZ ZKHQ WR VD\ 3QR"’
+ Know what is sensitive
+Understand their responsibility
+Understand the danger of casual conversation
+ Friends are not always friends
+ Passwords are personal
+Uniforms are cheap

T Awareness of policy shall make personnel feel
that the only choice is to resist SE attempts
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SE Defence: Fortress

T Resistance training for key personnel
+ Consider: Reception, Help desk, Sys.Admin.,
Customer service,
T Fortress training techniques

+|noculation

T Expose to SE arguments, and learn counterarguments
+ Forewarming

T of content and intent

+ Reality check:
T Realising own vulnerability,
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SE Defence: Persistence

1 Ongoing reminders

+ SE resistance will quickly diminish after a training
session

+ Repeated training

+ Reminding staff of SE dangers
T Posters
T Messages
T Tests
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SE Defence: Gotcha

1 Social Engineering Detectors
+ Filters and traps designed to expose SE attackers
t Consider:
+ The justified Know-it-all
T Person who knows everybody

+ Centralised log of suspicious events
T Can help discover SE patterns

+ Call backs mandatory by policy
+Key questions, e.g. personal detalls
+330HDVH KROG™ PDQGDWRU\ E\ SR(

T Time to think and log event
+ Deception
T Bogus question
T /RJILQ SDVVZRUG RI S DODUP DFFRXQW ™ RQ
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SE Defence: Offensive

T Incident response

+Well defined process for reporting and reacting to

T Possible SE attack events,
T Cases of successful SE attacks

T Reaction should be vigilant and aggressive
+ Go after SE attacker
+ Proactively warn other potential victims
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' Security
Usability
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