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Outline
• Swiss army knife in cryptography

• What is cryptographic hash function?
• Conflict between theory and practice

• Random oracle paradigm

• Formal definition of cryptographic hash functions a nd basic attacks

• Choosing the length of hash functions
• Merkle-Damgård iterative construction of hash funct ions

• A short history of practical hash functions constru ctions (and their failures)

• Merkle-Damgård Construction does not act as Random Oracle
• Constructions of iterative hash functions that do n ot suffer from attacks on MD

• Building blocks in the hash functions

• Description of the main applications of hash functi ons

• NIST worldwide hash competition for SHA-3
• Advertisment: Blue Midnight Wish Cryptographic Hash  Function
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Swiss army knife in 
cryptography

• One of the most useful mathematical concept 
that has been invented in the contemporary 
cryptology in the last 20 years.

• Main use:
– Part of digital signature schemas




















































































































































