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This presentation

T Trust and Security
T Trust classes and trust semantics

T Principles for building trust and reputation systems
+ Network architectures
+ Computation engines

1 Commercial and online systems
T Problems and proposed solutions
t Concluding remarks
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Soft security and basic
trust concepts
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What is Security?

T General definition of security:

4 Protection from danger
+ Oxford English Online Dictionary: http://dictionary.oed.com/

T Traditional definition of information security:

1 Preservation of confidentiality, integrity & availability of
iInformation

+ ISO/IEC 27001:2005 Specification for an Information Security Management System
+ Assumes that the owner of information resources

T defines a security policy (explicitly or implicitly)

Timplements measures to preserves CIA properties
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Gap analysis of security and
iInformation security

Information
Security

~-Soft Security
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Soft Security

T Impossible to define security policies for open
communities

T Common ethical norms instead of security policy
+Can be partly formal and partly dynamic/collaborative
T Definition:
+ Adherence to common (ethical) norms

T Stimulates the quality of communities in terms of
ethical behaviour and integrity of its members

T Enforced by collaborative mechanisms such as
trust and reputation systems
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Two definitions of trust

T Evaluation trust

+ The|subjective probability [by which an individual, A,
expects that another individual, B, performs a given
action on which its welfare depends. (Gambetta 1988)

1 Decision trust

+ The(willingness to depend [on something or somebody
INn a given situation with a feeling of relative security, even
though negative consequences are possible. (McKnight
& Chervany 1996)
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Would you trust this rope?

For what?

To climb down from the 3rd floor window of a house
The rope looks very old

Fire drill: No! Real fire:  Yes!
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Trust Is a relationship

T Trusting party T Trusted party
+Also called +Also called
F3SUHO\LQJ SDUW\" F3WUXVWHH"’
FEWUXVWRU"’ +|S in a situation of
+Is In a situation of Power
tDependence TEXxpectation to deliver
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Two sides of trust management

Trusting party Trusted party

Wants to assess and Wants to represent
make decisions Ww.r.t. and put in a positive
the dependability of the light own competence,
trusted party for a given honesty, reliability and
transaction and context guality of service.

a

assessmen>
<marketing
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A definition of reputation

T Reputation is what is generally said or believed
DERXW D SHUVRQYV RU WKLQJY
standing. (Concise Oxford Dictionary)

+ (Reputation of B)= Average[Reliability Trust in B]
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Reputation and trust

REPUTATION TRUST
+Public info IBoth private and
public info

TCommon opinion . . .
. T Private info carries
FNot necessarily more weight

objective T Subjective

3, WUXVW \RX EHFDXVH RI \RX
3, WUXVW \RX GHVSLWH \RXU |
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Extrinsic and intrinsic trust

Intrinsic Factors

Extrinsic Factors + Affective
+Cognitive tExperienced
+Observed fIntimate
TRecommendation relationship
TReputation TInternalised
fExternal evidence  pattern
fEasy to T Take time to build
manufacture T Override extrinsic
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A model for e-commerce trust

_
Intrinsic
Trust B

Extrinsic
Trust

Habit
Threshold

Purchase
Threshold

Untrusted 5| Trial
Threshold
Phase| ¢ Unaware
e
- . >
Time Duration Adapted from: Cheskin 1999
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We trust what we depend on

Trust in legal,
social and market
Institutions

Trust in people

& organisations
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Trust as an abstract security layer

Dependability, risk management, decisions

Trust

CIA (confidentiality, integrity, availability),
/Secunty Services \ gythentication, non-repudiation

: : Crypto, firewalls, access control etc.
/ Security mechanisms \yp
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Trust as assumptions and primitives

CIA properties, authentication, non-repudiation

Sec.
services
%ecurity mechanierrypto’ firewalls, access control etc.
t -Algorithm strength
‘Password confidentiality
Trust assumptions and primitives Platform security

Certificates and credentials
-Tokens and attributes
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KN LV WKH WHUP 3WUXYV

T Metaphorical trust expressions

+ IT security people like metaphors:
T E.g. firewall, honeypot, virus, Trojan horse, digital signature

+ Trust expressions serve as simple metaphors for complex security
FRQFHSWYV tidstéd code, circle of trust «

T Trust has very positive connotations
+ Trust expressions are ideal as marketing slogans

Trust expressions can be difficult to intuitively
understand

" UNIK
NISNET Winter School +Finse 2009 18

UNIVERSITY GRADUATE Audun Jgsang
CENTER



Trust Expressions In I'T security

Trust management Trustworthy computing

Trusted code Trust bar Trust anchor

Trust ecology Trusted Computing Base

Trust system Trusted system Trusted computing
Trusted Platform Module Computational trust
Trust negotiation Trust model Trust provider

Circle of trust  Trusted Third Party  Trust metric
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Trust and access control

T ,GHD 3:KR FDQ , WUXVW WR DFF
T Trusted user = authorized user

T Trusted code = code running as system

T Untrusted code = code running in a sandbox

T Access credentials can changed and
evaluated mechanically st negotiation

T Access authorizaty an be delegated in a
transitive fashion nsitive trust
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TC: Trusted Computing

Tt GHD 6RIWZDUH FDQTYW EH WUXYV
+ Current paradigm: Security enforced by software
+TC paradigm: Security enforced by hardware

11999: Trusted Computing Group (TCG)
+ Trusted Platform Module (TPM) specification

1 2001: Production of TPM chip
1 2002: Microsoft announces Palladium platform
+ Now: Next Generation Secure Computing Base (NGSCB)

1 2006: Limited trusted computing in Vista
+ Disk encryption based on TPM (trusted platform module)

12009: TPM In almost all PCs, not yet in mobiles
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What trusted computing can do

T Can prevent
+ Installation and execution of unauthorised software
+ Tampering with installed software
+Usage of stolen computers
T Can be used for Digital Rights Management (DRM)
+ Prevents playing unlicensed digital content

If you want to do DRM on a PC, you need to
treat the user as the enemy.

Roger Needham
Former director, Microsoft Research Europe
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Perception and reality;
The subjective perspective

Perceived security
A

High

L ow Distrusted

» Real security

Insecure Secure
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Real and percelved security

T Can temporarily be different

T Will normally converge towards equality o
(5%
//(80
Perceived security ‘ \\@6
High# . 0o
J Web security -

e ca. 2000
® g,a«:”2/007

Low

» Real security
Insecure Secure
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Real security Is bad for e-business

T e-business revolution not possible with real security
T 7KDQN *RG WKH Y OWHUQHW LVQTY
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Perceived security Is good for e-business

T e-business growth needs perceived security
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e-Business growth potential
. + .
+
Yy
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Trust classes and semantics
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The trust scope: What we trust

/ Service provision trust

t5HO\LQJ SDUW\TV WUXVW L
service providers.

Access trust
+6HUYLFH SURYLGes TV WU X

ldentity trust

Trust scope classes: < :rIB_eIiede KDW DQ HQWLW\TV
claime

Delegation trust

#rust in a agent to make trust
decisions on behalf of the relying party

Context trust

Belief that the necessary systems and
institutions are in place in order to
\ support a transaction that involves risk
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Detalled trust semantics

T Trust scope: The combined set of functions that
the relying party depends on and trusts

T
T

—unctional trust:  The trusted party actually
nerforms the functions of the trust scope

Referral trust: The trusted party recommends a

party (who recommends a party) that can perform

the functions of the trust scope
T Direct trust. Derived from direct experience
T Indirect trust: Derived from recommendations
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Trust transitivity

7TKDQNV WR %REfVY DGYLFH
Alice Alice trusts Eric to be a

_good mechanic. ,_ Indirect functional trust

—_———
Direct
referral trust 12 \
Bob has proven to Alice that Bob ~ Dijrect
he is knowledgeable in matters
* relating to car maintenance.

functional

trust Eric has proven to
S NUUUPUPPPPILL Bob that he is a
RS g et good mechanic.
Recommendation
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Additional trust dimensions

£ Trust measure: ||
+%LQDU\N H J 37UXVWHG™ B31RW WUX
+ Discrete (strong-, weak-, trust or distrust)
+ Continuous (percentage, probabillity, belief)
tTime: B
+ Time stamp when trust was assessed and expressed.

Very important as trust generally weakens with
temporal distance.
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Valid transitive chains
T Every leg in the chain contains the same trust
scope | W GRHVQYW PDNH DQ\ VHQV|
T The last trust link is direct functional trust [df.
T All other trust links are direct referral trust [dr.

A B C D
O o o ¢
! w7 o
Il Il I |
it
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Trust transitivity

Trust is diluted In a transitive chain.

A B C D
O /?e?:.\\ ' /?e?:.\\ ‘ '
y y i

>

][ trust>|]|] trust> |]|] trust “

Computed with the transitivity operator of subjective logic
Graph notation:  [A, D] =[A B]: [B, C]: [C, D]
Explicit notation: [A, D, iffle [A B, dfil} [B, C, dilk [C, D, dl
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Trust fusion

@b
A -~ Tec 4

O_l rust [l " trust
] trust OC tust

> 4

S < _Tec.
X I

N
=meo

— am am

concentrated
trust

Strengthens trust
confidence

Computed with the fusion operator of subjective logic
Graph notation: [A,D] = ([A B]:[B,D]) ([A C]:[C, D]
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Indirect referral trust

Incorrect trust
4

Perceived [A,B]:[B,E] [A C]:[C,E] (0K)

Reality: [A/B]:[B,D]:[D,E] [A C]:[C,D]:[D,E] (notok)
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Hidden and perceived topologies

Perceived topology: Hidden topology:
BC BE@ D@

AO_l_'I]I]L,‘E O I _’l

][LC'F T [ T T
f T

[A B]:[B,E] .[AC]:[C E]
[A, B]:[B,D]:[D,E] .[AC]:[C,D]:I[D,E]
N /"
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Correct Indirect referral trust

correct trust
2

— {rust
<« - = [EC.

Perceivedand real
topology (OK):
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PKI and trust transitivity
UserE

UserD

Trust in public keys (explicit through certificate chaining)
--=-=> 7UXVW LQ &%V LPSOLFLWO\ H[SUH
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PKI with unstructured web of trust

T Uni- and/or bidirectional between arbitrary agents.
T No difference between CA and user.
T Not generally possible to authenticate all users.

@
1 Example: PGP !
+ Pretty Good Privacy —
/
o o

PGP web of trust
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PGP trust model

T Owner Trust: trust in the owner of a public key
T Signature Trust: trust in received certificates
T Key Validity: trust in a public key

/always trusted

Owner Trust: tisually trusted

Signature Trust: | ot trusted
_tinknown trust

o i tomplete
Key Va||d|ty: < marginaj
_ Bindefined
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PGP trust derivation overview

Signer (Owner

6LIQHU TV INRR s

(Key Validity) ?

3d Pty (Owner Trust)

34 3W\TV NH\
(Key Validity)

34 3W\TV

Certificate
signed by me

Received certificate
(Signature Trust)
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PGP trust derivation rules

1.

“o

Key Validity of received certificate signature key must be
complete.

Signature trust := Owner Trust of signer
Owner trust of new key is manually set by Me

Key validity of new key is computed with Signature Trust
values from one or several received certificates

By default PGP requires one always trusted or two

usually trusted signatures in order to assign complete

Key Validity

T An insufficient number of always trusted or usually trusted
signatures gives marginal Key Validity,

T With no usually trusted signatures, Key Validity is se to undefined
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Principles for building trust and
reputation systems
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Online v. brick and mortar world

Availability and
richness of trust

Efficiency of
communication

evidence and processing
Brick & mortar Good Poor
Online Poor Good

¥ Communication of trust information often
restricted to local community in the real world

T The online world currently provides very little
reliable trust evidence
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Basis for trust and rep. systems

T Focus on the trust evidence and on the methods
for collecting this information

+ Find substitutes for traditional information used In
physical world

+ Create new types of evidence
T Exploit the efficiency of IT and the Internet for
+ Collection of information
+ Processing
+ Dissemination
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Trust/Reputation System Categories

Private Scorers Public Scores

Transitivity Trust systems, Public trust
e.g. systems, e.g.
Rummble.com PageRank

No transitivity Private reputation | Reputation
systems, e.g. systems, e.g.
customer eBay.com
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Centralised reputation system

/ Past transactions \ / \

Potential transaction

o
»

S

* ]
| |
I ) I
I Reputation |
: scores :
I I
| |
\ Reputation Centre /
a) Past b) Present
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Distributed reputation system

Potential transaction

b) Present
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Applications

T e-Auctions

T P2P networks

T Software agent communities

T Contract negotiations

T Online markets: B2C, B2B, C2C
T Web service search and selection
T Information/intelligence gathering
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Market Efficiency Experiment

Source: Bolton,Katok,Ockenfels,2002
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Simulation of the effect of reputation
systems on e-markets

reputation

=
g — Reputation

T Selling and buying No Pl s,

ratings -

YW
software agents : honesty .
L}

T Programmed to
maximize profit by ,

: : Permanent .. Ly |

being dishonest. ratings L. St

. hone Sty \ " XW’WAW~'\MW e
I Reputation system
enforces honesty

55555

Ageing "
ratings "

=y n I . e
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P2P networks

T P2P Networks: servent = server + client
T Search phase: discover resources

+ Centralised: e.g. Napster, with central directory
+ Pure distributed: Gnutella, Freenet
+ Semi-distributed: FastTrack, KaZaA, grokster, with

distributed directory servers
T Download phase: get the resources

+ Problems
+ Spreading malware
+ Free riding
+ Poisoning
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Gnutella example

T Pure distributed search phase

4
Pl
N
=
OI

@2 Q2.
[
O
| G
1<
¥
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Reputation/trust system with Gnutella
T XRep proposed by Damiani et al.

&’
@
&’

om i mi|'= om i
="l = 'y ="l
Ol oIl o1
Q QW< Q.
@O OO
PollReply - PollReply =1 -
Ne) 8' Ne) Ne)
L= x W= L=
1 00 =11 1 00
*\./ DO_ I *\./ *\./
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Trust and reputation computation
engines

T Summation or average
T Hidden Markov

T Bayesian models

T Discrete models

T Belief models

t Fuzzy models

T Flow models
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Summation and average

+ Summation
+ Reputation score = .)ositive) - .1egative)
+ E.g. eBay
T Average
+ Reputation score = .atings)/N(ratings)
+ E.g. Epinions
T Can be combined with sliding time windows
+ Simple to understand

T Can give false impression of reputation
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Hidden Markov Model

A /-\
Bad

T True nature of future services unknown

T State of service/SP modelled as a Markov chain
T Statistically sound

T Requires parameters
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Bayesian Reputation Systems

T Theoretically sound rating algorithm.
T Binomial and multinomial models.
T Rating possibilities:

+any range,

+combination,

+discounting,

+longevity,

+weight ~ transaction value.
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Computing binomial reputation over

time with longevity factor

I R : accumulated positive evidence at time |
I S: accumulated negative evidence at time |
T r . positive evidence during 1 time period

T s . negative evidence during 1 time period
I .: longevity factor in range [0,1]

IFR.= .2i+r . Recursive updating algorithm

t S..=[+s: Recursive updating algorithm
r-base Ri . : . :
F  Score, . Score at time period |
rbase Sbase Ri Si
: Typically, Mbase™ 1, Shase™ 1
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Score evolution with different longevity

Period 1-25: Positive rating, r=1, s=0
Period 26-50: Negative rating, r=0, s=1

1.2

1
0.8 - 4 —o— =1

—=—[=0.9
0.6 4’ — 1=0.8
g X

0.2 e

O rrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrrnri1riumhi

1 4 7 10 13 16 19 22 25 28 31 34 37 40 43 46 49
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Multinomial reputation example

2 Security Briefs: Step-by-5tep Guide to InfoCard -- M5DN Magazine, May 2006 - Microsoft Inte... E

T Example | 5 & e Faoies Do e
2 ’ iy I T
from Q Back - _,J |£| |EL| ;“J pl I Search *:-::,e' Fawarites 6’}? - e ﬂ i :
M ICrOSOft : Address ﬂj htkp:f frnsdn. microsoft, comfmsdnmag/issues 06,05 SecurityErief s/ 8
:t REfleCtS A Back to top 0J: 060514
@ 2006 Microzoft Carporation and CMP Media, LLC, All rights reserved: reprodudkion in
pOIarised part or in whole without permizsion is prohibitad.
ratlngs & Print E-Mail T.p Add to Favorites

Average rating:

How would you rate the quality of this content? & out of g

1 2 3 4 5 & 7 § 9

Poor O OO O O O O O O outstanding

1234567829

Tell us why you rated the content this way. {(optional) ,
9 people have rated this page

= U n I €] =  Internet
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Multinomial reputation score

¥ he multinomial reputation score can be defined
equal to the Dirichlet-PDF probability expectation

& & r(L.) C a(L.)
Score(L, |r,a) — :
C jlr(Lj)

Rep. score

r: Multinomial evidence vector

& . .

a: Multinomial base rate vector
cC=2
| Number of rating levels

L;:  particular rating level

" UNIK
NISNET Winter School +Finse 2009

UNIVERSITY GRADUATE Audun Jgsang
CENTER

63



Initial reputation score

Example with | = 5 discrete rating levels:

1) mediocre, 2) bad, 3) average, 4) good, 5) excellent

Initial uniform L
reputation score Soore 06
0.4

before any ratings 02 M
0

have been received.

Base rate a(x)= 0.2

Can represent
polarised ratings!
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Reputation score of polarise ratings

As before, 5 discrete levels:

1) very bad, 2) bad, 3) average, 4) good, 5) very good

1 1 -

0.8 0.8]
0.6 0.6
0.4] 0.4]
0.2] 0.2

0 A 04
1 2 3 4 5

|\\

Non-polarised Polarised reputation
reputatlon score after score after 5 very bad
10 average ratings and 5 very good ratings
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Computing multinomial reputation over
time with fixed base rate

T R(ix . accumulated evidence at time |

t r : evidence collected during 1 time period.
I . Iongewty factor

T R R, , 1 Recursive updating algorithm
I Score, (L, |Ri,a) . Score at time period |
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Score evolution over time with
fixed base rate

Five discrete rating levels:

1. Mediocre 117
2. Bad, 0.9 '/
3. Average, gi ‘_ ~
4. Good, 06
5. Excellent Score 0.5
0.4 1
Longevity . 0.9 0.31
0.2 Ly
Base rate a(x)=0.2 0.1- il = 10
O-
Periods 1-5: Mediocre L1 2 Time period
L3 14 5
Periods 6-10: Excellent Rating Level
=
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Score evolution over time
with fixed base rate

I
Longevity . 0.9

Base rate a(x) = 0.2
Periods 1-10: Mediocre
Periods 11-50: Excellent

Score

The max and min reputation
score is determined by the
longevity factor .

Lev
‘ el
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Score evolution over time
with dynamic base rate

Longevity . 0.9

Base rate a;,, (L])= E(LJ)
Periods 1-10: Mediocre
Periods 11-50: Excellent

The max and min reputation
scores are 0 and 1 respectively,
and are independent of the
longevity factor .
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